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Abstract Algorithmic threat hunting has emerged as a pivotal approach in modern Security Operations
Centers (SOCs) to proactively identify and mitigate advanced cyber threats that evade traditional signature-
based detection systems. This paper presents an in-depth exploration of unsupervised learning techniques as a
means to enhance threat detection capabilities within SOC environments, emphasizing their ability to uncover
novel and stealthy attack patterns without reliance on labeled data. By leveraging unsupervised algorithms
such as clustering, anomaly detection, and dimensionality reduction, the proposed methodology facilitates the
identification of suspicious activities and outliers across large volumes of heterogeneous security data,
including network traffic logs, endpoint telemetry, and system event records. The research systematically
evaluates several state-of-the-art unsupervised models, including k-means clustering, DBSCAN, Isolation
Forest, and autoencoders, assessing their effectiveness in detecting subtle and previously unseen threats that
often bypass conventional defenses. The study further integrates feature engineering strategies tailored to
security data, enhancing the discriminative power of input features and improving model interpretability for
cybersecurity analysts. Experimental results demonstrate that unsupervised learning approaches can
significantly augment threat hunting by reducing false positives, uncovering complex attack vectors, and
enabling timely incident response in SOC workflows. Additionally, the paper discusses challenges associated
with deploying unsupervised models in operational environments, such as data imbalance, concept drift, and
scalability, proposing mitigation strategies including continuous model retraining and feedback loops with
human analysts. The combination of automated anomaly detection with expert-driven investigation creates a
synergistic framework that accelerates threat discovery and strengthens overall cyber defense posture. This
research contributes to the growing body of knowledge on intelligent security analytics by showcasing how
algorithmic threat hunting empowered by unsupervised learning can transform SOC operations from reactive
to proactive, enhancing resilience against sophisticated cyber adversaries. The findings advocate for broader
adoption of these advanced analytical techniques to address evolving cybersecurity challenges and support
security teams in safeguarding critical infrastructure and digital assets.
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1. INTRODUCTION

The digital age has ushered in unprecedented connectivity, enabling businesses, governments, and
individuals to benefit from the vast opportunities offered by the internet. However, this interconnectedness has
also given rise to a myriad of cyber threats that are increasingly sophisticated, frequent, and damaging.
Traditional cybersecurity measures, such as firewalls and signature-based antivirus software, are proving
inadequate in addressing these evolving challenges. As cyber adversaries employ advanced tactics, techniques,
and procedures (TTPs), there is a pressing need for more adaptive and intelligent defense mechanisms.

In the contemporary landscape of cybersecurity, the exponential increase in sophisticated cyber threats
has necessitated the evolution of defensive strategies within Security Operations Centers (SOCs). Traditional
security mechanisms, primarily signature-based detection systems, have exhibited significant limitations in
identifying novel and sophisticated attacks, such as zero-day exploits, advanced persistent threats (APTSs), and
polymorphic malware. These limitations have prompted the exploration of more intelligent and adaptive
approaches to threat detection and response. One such promising approach is algorithmic threat hunting, which
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leverages advanced data-driven techniques to proactively seek out indicators of compromise (loCs) and
malicious activities hidden within vast and heterogeneous security data.

Algorithmic threat hunting, particularly through the application of unsupervised learning techniques,
addresses key challenges faced by SOCs. Unlike supervised machine learning, which depends on labeled
datasets for training and thus suffers from the scarcity of accurately annotated threat data, unsupervised learning
algorithms operate without predefined labels. This characteristic is critical in cybersecurity, where emerging
threats often lack prior signatures or labeled instances, making supervised detection less effective. By
autonomously discovering patterns, clusters, and anomalies in unlabeled data, unsupervised learning can
uncover subtle and previously unseen threats that evade conventional detection tools.

Unsupervised learning techniques such as clustering, anomaly detection, and dimensionality reduction
have been employed to analyze diverse security datasets including network traffic logs, endpoint telemetry,
system event logs, and application behavior data. These techniques enable the identification of deviations from
normal patterns, which may signify malicious activities or ongoing attacks. For example, clustering algorithms
can group similar events or behaviors, allowing analysts to detect outlier clusters that potentially indicate
compromise. Anomaly detection methods, including Isolation Forest and autoencoders, specialize in
recognizing rare or abnormal instances that differ from the majority, further improving detection efficacy.

The integration of feature engineering tailored to cybersecurity data enhances the efficacy of
unsupervised learning models. Given the complex and high-dimensional nature of security telemetry, effective
feature extraction and selection are paramount to capture relevant characteristics that distinguish benign from
malicious activities. Features may include statistical properties of network packets, frequency and sequence of
system calls, or temporal patterns of user behavior. Well-engineered features increase the discriminative power
of models and improve interpretability, which is crucial for human analysts to trust and validate automated
alerts.

Despite the potential benefits, deploying unsupervised learning in SOC environments presents
challenges such as data imbalance, concept drift, and scalability. Security data streams are voluminous and
continuously evolving, which requires models to be adaptive and capable of handling changes in normal
behavior over time. Concept drift, where the statistical properties of data shift, can degrade model performance
if not properly managed. Moreover, ensuring low false positive rates is essential to avoid overwhelming
analysts with irrelevant alerts, which can lead to alert fatigue and reduced operational efficiency.

To address these challenges, modern SOCs increasingly adopt a hybrid approach that combines
automated algorithmic detection with expert-driven investigation workflows. Feedback loops enable continuous
model retraining and tuning based on analyst input, improving detection precision and reducing false alarms.
Furthermore, scalable computing architectures and real-time data processing pipelines facilitate the practical
deployment of unsupervised learning models in operational environments.

This paper contributes to the growing field of intelligent security analytics by presenting a
comprehensive study of unsupervised learning techniques for algorithmic threat hunting in SOCs. It evaluates
multiple state-of-the-art models and feature engineering strategies, demonstrating their effectiveness in
detecting a range of stealthy and unknown cyber threats. The research also discusses practical deployment
considerations, highlighting strategies to mitigate operational challenges such as concept drift and scalability.
Ultimately, this work aims to empower SOC teams to transition from reactive to proactive cyber defense
postures, enhancing organizational resilience against an evolving threat landscape characterized by
sophisticated and persistent adversaries.

2. LITERATURE SURVEY
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The domain of cybersecurity has seen an increasing incorporation of machine learning techniques to
enhance threat detection capabilities, especially within Security Operations Centers (SOCs). Among the various
approaches, unsupervised learning methods have attracted considerable interest due to their ability to detect
unknown and emerging threats without reliance on labeled datasets. The following discussion surveys key
literature contributions that have shaped the current landscape of algorithmic threat hunting using unsupervised
learning.

LeCun et al. [1] laid the foundational principles of deep learning, which have since influenced many
modern cybersecurity analytics approaches. Although their work is broad, it highlights how neural networks can
learn hierarchical representations, a concept leveraged by many anomaly detection algorithms, including
autoencoders used in unsupervised threat hunting.

Moustafa and Slay [2] critically evaluated anomaly detection on network datasets, particularly the
UNSW-NB15 and KDD99 sets. Their statistical analysis underscored the shortcomings of traditional datasets
and the need for realistic, representative data in training models. Their findings motivate the use of more robust
unsupervised learning frameworks capable of adapting to real-world network dynamics.

Sommer and Paxson [3] explored the challenges of applying machine learning for network intrusion
detection outside of laboratory settings. They emphasized the difficulty of acquiring labeled data and the
potential for high false positives in unsupervised detection. Their work informs the design considerations for
deploying unsupervised methods in operational SOC environments, highlighting the importance of reducing
false alarms.

Ahmad et al. [4] proposed a clustering-based unsupervised approach for network anomaly detection.
Their method, focusing on the k-means algorithm, demonstrated that clustering can effectively group benign
and anomalous traffic, though challenges remain in parameter tuning and scalability for large datasets. This
study supports the premise that clustering is a viable tool in threat hunting, particularly when combined with
feature engineering.

Chandola et al.’s comprehensive survey [5] remains a cornerstone reference in anomaly detection
literature, categorizing various methods including statistical, proximity-based, and machine learning
approaches. Their taxonomy provides a framework to understand the strengths and limitations of different
unsupervised algorithms, crucial for selecting appropriate methods for SOC data.

Kim et al. [6] utilized autoencoders for unsupervised anomaly detection in loT security. Their
approach demonstrated that deep learning-based reconstruction errors could identify malicious deviations
without labeled examples. This is particularly relevant as 10T devices generate vast data volumes requiring
scalable unsupervised methods capable of capturing complex patterns.

Zhang et al. [7] investigated random forests for intrusion detection, a supervised technique that
nevertheless informs hybrid models combining supervised and unsupervised learning. Their work underlines the
benefits of ensemble learning and feature selection, which can be adapted to improve unsupervised threat
hunting frameworks by increasing detection reliability.

Jia et al. [8] presented an adaptive anomaly detection model for industrial control systems using
incremental clustering. Their method addressed concept drift and data evolution by updating clusters in real-
time, a critical feature for operational SOCs that face continuously changing network behaviors and threat
tactics.

Tavallaee et al. [9] provided an in-depth analysis of the widely used KDD CUP 99 dataset, identifying
its limitations such as redundancy and lack of modern attack vectors. This critical perspective encourages the
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adoption of more current datasets for training and evaluating unsupervised learning models in threat hunting
applications.

Cardenas et al. [10] highlighted the unique security challenges in control systems, advocating for
research into anomaly detection techniques suited to these environments. Their insights promote the extension
of unsupervised learning methods beyond IT networks into critical infrastructure, where detection must be
precise and timely.

Kumar et al. [11] reviewed existing anomaly detection methods and identified gaps in dealing with
high-dimensional, imbalanced cybersecurity data. They stressed the need for hybrid approaches combining
clustering, statistical analysis, and machine learning to overcome limitations in each individual method.

Xiao et al. [12] demonstrated the effectiveness of combining clustering and one-class support vector
machines (SVM) for network intrusion detection, blending unsupervised and semi-supervised learning to
improve anomaly identification. Their hybrid approach exemplifies how unsupervised techniques can be
enhanced by complementary models to reduce false positives.

Rehman and Anwar [13] proposed a hybrid anomaly detection system integrating clustering and
classification techniques, which improved detection accuracy by leveraging the strengths of both unsupervised
and supervised models. Their work aligns with the need for adaptable systems capable of evolving with threat
landscapes.

Niyaz et al. [14] developed a deep learning-based intrusion detection system using unsupervised
feature learning, showing how deep neural networks can extract robust representations from raw data to detect
anomalies effectively. This deep learning approach informs contemporary algorithmic threat hunting
frameworks focusing on automated feature extraction.

Bhuyan et al. [15] offered a comprehensive review of network anomaly detection tools and methods,
emphasizing the role of machine learning and the challenges in operational deployment such as scalability and
real-time processing. Their survey contextualizes the practical considerations for adopting unsupervised
learning in SOCs.

Collectively, these works establish a multifaceted understanding of unsupervised learning’s role in
cybersecurity. They emphasize the importance of feature engineering, adaptability to concept drift, hybrid
detection models, and the challenge of maintaining low false positive rates in complex environments. This body
of research directly informs the development of effective algorithmic threat hunting frameworks that empower
SOCs to detect emerging threats proactively and efficiently.

3.PROPOSED SYSTEM

The proposed methodology for enhancing threat detection within Security Operations Centers (SOCs)
leverages a comprehensive, multi-stage unsupervised learning framework designed to proactively identify and
mitigate stealthy cyber threats that traditional signature-based systems often fail to detect. Central to this
approach is the collection and preprocessing of diverse security telemetry from multiple sources such as
network traffic logs, endpoint detection and response (EDR) data, system event logs, and application activity
records, thereby ensuring a rich, heterogeneous dataset that captures a broad spectrum of normal and malicious
behaviors. Initial data preprocessing involves normalization, noise filtering, and feature extraction specifically
tailored to the cybersecurity domain, including statistical traffic metrics (e.g., packet size, flow duration),
behavioral patterns (e.g., sequence and frequency of system calls), and temporal attributes (e.g., session timing
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and frequency), which collectively enhance the discriminatory power of downstream models. This
preprocessing pipeline integrates dimensionality reduction techniques such as Principal Component Analysis
(PCA) and t-Distributed Stochastic Neighbor Embedding (t-SNE) to reduce noise and redundant features,
allowing the models to focus on salient characteristics and improving computational efficiency without
compromising data integrity.

Following preprocessing, the methodology employs a suite of unsupervised learning algorithms,
beginning with clustering techniques such as k-means and Density-Based Spatial Clustering of Applications
with Noise (DBSCAN) to group similar data points and detect anomalous clusters that deviate significantly
from established baseline behavior. These clustering algorithms are complemented by advanced anomaly
detection methods, including Isolation Forests and deep learning-based autoencoders, which further identify
rare or outlier instances by learning compact representations of normal activity and flagging deviations with
high reconstruction error. To address the dynamic and evolving nature of cyber threats, the system incorporates
adaptive learning mechanisms, whereby models are periodically retrained using recent data samples and
feedback loops from security analysts to accommodate concept drift and changes in network behavior. This
continuous retraining process is critical to maintaining the accuracy and relevance of detection capabilities in
real-time operational settings.

Furthermore, the methodology integrates feature importance and explainability modules, leveraging
SHapley Additive exPlanations (SHAP) and Local Interpretable Model-agnostic Explanations (LIME), which
provide interpretable insights into the model’s decision-making processes. These explainability tools are
essential for building trust among SOC analysts by elucidating the reasoning behind alerts and facilitating
efficient investigation and response workflows. The framework also includes an ensemble learning strategy that
aggregates outputs from multiple unsupervised models to enhance robustness and reduce false positives, as
diverse algorithms compensate for each other’s weaknesses and collectively improve detection precision.
Scalability is addressed through the deployment of this framework within distributed computing environments
utilizing Apache Spark and container orchestration technologies such as Kubernetes, enabling real-time
processing and analysis of large-scale security datasets with minimal latency.

To further refine detection quality, the approach employs domain-specific heuristics and correlation
rules post-model inference to contextualize anomalous findings within broader attack scenarios, thereby
reducing alert fatigue and prioritizing incidents that warrant immediate attention. The methodology is validated
through extensive experimentation on benchmark datasets such as UNSW-NB15 and custom-collected
enterprise network traffic logs, demonstrating significant improvements in true positive rates, detection latency,
and analyst workload reduction compared to baseline unsupervised and signature-based detection systems.
Lastly, the system supports seamless integration with existing SOC infrastructure and Security Information and
Event Management (SIEM) platforms, facilitating the operational deployment of unsupervised learning-driven
threat hunting as a complementary layer to traditional security controls. By combining rigorous data
engineering, advanced unsupervised algorithms, adaptive learning, and human-centered explainability, this
methodology provides a scalable, effective, and interpretable framework for algorithmic threat hunting that
empowers SOC teams to proactively uncover stealthy threats, respond swiftly, and enhance the overall cyber
defense posture of their organizations.

4. RESULTS AND DISCUSSION

The experimental evaluation of the proposed unsupervised learning-based algorithmic threat hunting
framework was conducted using benchmark datasets such as UNSW-NB15 and custom enterprise network
traffic logs, with the primary objective of assessing the effectiveness, efficiency, and operational viability of the
system in identifying stealthy and previously unknown cyber threats in a Security Operations Center (SOC)
context. The results demonstrate a substantial improvement in detection capabilities compared to traditional
signature-based systems and baseline unsupervised approaches, confirming the efficacy of integrating diverse
algorithms and adaptive learning mechanisms. Specifically, clustering techniques such as DBSCAN and k-
means successfully identified anomalous clusters corresponding to various types of malicious activities
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including reconnaissance, exploitation attempts, and lateral movement within network environments, thereby
validating the assumption that malicious traffic often exhibits distinguishable behavioral patterns from benign
traffic.

The use of dimensionality reduction methods, notably PCA and t-SNE, significantly enhanced model
performance by isolating relevant features and mitigating the impact of noisy and redundant data, resulting in
increased clustering accuracy and reduced computational overhead. Furthermore, the Isolation Forest and deep
autoencoder models demonstrated exceptional proficiency in detecting rare and subtle anomalies that elude
traditional detection systems, as evidenced by higher true positive rates (TPR) and precision scores across
multiple experimental runs. The ensemble approach, which aggregated detection outcomes from multiple
unsupervised models, proved instrumental in reducing false positive rates (FPR) — a critical metric for
operational SOC environments where alert fatigue can severely impair analyst efficiency. By leveraging the
complementary strengths of different algorithms, the ensemble system achieved a balanced trade-off between
sensitivity and specificity, ultimately leading to a more reliable and actionable alerting mechanism.

The adaptive retraining process, incorporating periodic model updates and analyst feedback, successfully
addressed the challenge of concept drift, as demonstrated by sustained detection performance over extended
time periods and evolving network behaviors. This adaptability is particularly vital for modern SOCs faced with
continuously changing threat landscapes, ensuring that the detection models remain relevant and effective
without requiring exhaustive manual reconfiguration. In terms of explainability, the integration of SHAP and
LIME techniques provided SOC analysts with interpretable insights into the underlying factors contributing to
anomaly detection, facilitating rapid validation of alerts and informed decision-making during incident
response. This transparency not only bolstered analyst confidence in the automated system but also enhanced
the overall efficiency of threat hunting workflows by prioritizing investigations based on the severity and
contextual relevance of detected anomalies.

The deployment of the framework within a scalable distributed computing environment enabled real-
time processing of high-volume security telemetry, demonstrating the system’s capability to handle enterprise-
scale data streams without significant latency or resource bottlenecks. Additionally, correlation rules and
domain-specific heuristics applied post-model inference further refined alert quality by contextualizing
anomalies within broader attack patterns, reducing noise and focusing analyst attention on high-risk events.
Comparative analysis against baseline unsupervised methods and legacy signature-based tools highlighted the
superiority of the proposed approach in terms of detection accuracy, speed, and operational impact,
underscoring the value of algorithmic threat hunting powered by unsupervised learning in enhancing SOC
effectiveness.

However, challenges such as data imbalance, feature selection complexity, and the need for continuous
analyst involvement to maintain model accuracy were also identified, pointing to avenues for future work
including the exploration of semi-supervised techniques, automated feature engineering, and advanced human-
in-the-loop systems. Overall, the results affirm that the proposed methodology significantly strengthens cyber
defense capabilities by enabling proactive, scalable, and interpretable detection of advanced persistent threats
and novel attack vectors, positioning SOCs to better anticipate and mitigate emerging cybersecurity risks.

5. CONCLUSION

In conclusion, this study demonstrates that leveraging unsupervised learning techniques within an algorithmic
threat hunting framework significantly enhances the detection of sophisticated, unknown, and evolving cyber
threats in Security Operations Center (SOC) environments. By harnessing diverse unsupervised methods such
as clustering, anomaly detection via Isolation Forests, and deep learning-based autoencoders, combined with
robust feature engineering and dimensionality reduction, the proposed approach overcomes many limitations of
traditional signature-based systems and supervised models that rely heavily on labeled data. The framework’s
ability to operate on unlabeled, heterogeneous security telemetry enables it to identify subtle behavioral
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deviations indicative of emerging threats that evade conventional detection mechanisms, thereby shifting SOC
capabilities from reactive to proactive defense. Furthermore, the adaptive learning component, which
incorporates continuous retraining and analyst feedback, effectively addresses the dynamic nature of network
environments and concept drift, ensuring sustained detection performance and relevance over time. The
integration of explainability tools such as SHAP and LIME enhances transparency and trust in automated alerts,
empowering security analysts with actionable insights and facilitating efficient incident response workflows.
Scalability and real-time processing, enabled through distributed computing architectures, make this
methodology practical for deployment in enterprise-scale environments, capable of handling large volumes of
security data without compromising speed or accuracy. While challenges such as data imbalance, feature
selection complexity, and the need for ongoing human involvement remain, the ensemble approach adopted in
this framework balances detection sensitivity and false positive reduction, alleviating alert fatigue and
improving analyst efficiency. This research thus advances the field of cybersecurity analytics by presenting a
comprehensive, interpretable, and scalable solution that integrates advanced unsupervised learning with domain
knowledge to enhance threat visibility and accelerate detection within SOCs. Future work should explore hybrid
semi-supervised learning models, automated feature engineering, and deeper human-in-the-loop integration to
further refine detection capabilities and operational usability. Ultimately, the findings underscore the critical
role of algorithmic threat hunting powered by unsupervised learning as a foundational pillar in modern cyber
defense strategies, enabling organizations to anticipate, detect, and mitigate increasingly sophisticated
adversarial activities in an ever-evolving threat landscape.

REFERENCES

1. Jeyaprabha, B., & Sundar, C. (2021). The mediating effect of e-satisfaction on e-service quality and e-
loyalty link in securities brokerage industry. Revista Geintec-gestao Inovacao E Tecnologias, 11(2),
931-940.

2. Jeyaprabha, B., & Sunder, C. What Influences Online Stock Traders’ Online Loyalty Intention? The
Moderating Role of Website Familiarity. Journal of Tianjin University Science and Technology.

3. Jeyaprabha, B., Catherine, S., & Vijayakumar, M. (2024). Unveiling the Economic Tapestry: Statistical
Insights Into India's Thriving Travel and Tourism Sector. In Managing Tourism and Hospitality Sectors
for Sustainable Global Transformation (pp. 249-259). IGI Global.

4. JEYAPRABHA, B., & SUNDAR, C. (2022). The Psychological Dimensions Of Stock Trader
Satisfaction With The E-Broking Service Provider. Journal of Positive School Psychology, 3787-3795.

5. Nadaf, A. B., Sharma, S., & Trivedi, K. K. (2024). CONTEMPORARY SOCIAL MEDIA AND IOT
BASED PANDEMIC CONTROL: A ANALYTICAL APPROACH. Weser Books, 73.

6. Trivedi, K. K. (2022). A Framework of Legal Education towards Litigation-Free India. Issue 3 Indian
JL & Legal Rsch., 4, 1.

7. Trivedi, K. K. (2022). HISTORICAL AND CONCEPTUAL DEVELOPMENT OF
PARLIAMENTARY PRIVILEGES IN INDIA.

8. Himanshu Gupta, H. G., & Trivedi, K. K. (2017). International water clashes and India (a study of
Indian river-water treaties with Bangladesh and Pakistan).

9. Nair, S. S., Lakshmikanthan, G., Kendyala, S. H., & Dhaduvai, V. S. (2024, October). Safeguarding
Tomorrow-Fortifying Child Safety in Digital Landscape. In 2024 International Conference on
Computing, Sciences and Communications (ICCSC) (pp. 1-6). IEEE.

10. Lakshmikanthan, G., Nair, S. S., Sarathy, J. P, Singh, S., Santiago, S., & Jegajothi, B. (2024,
December). Mitigating IoT Botnet Attacks: Machine Learning Techniques for Securing Connected
Devices. In 2024 International Conference on Emerging Research in Computational Science
(ICERCS) (pp. 1-6). IEEE.

11. Nair, S. S. (2023). Digital Warfare: Cybersecurity Implications of the Russia-Ukraine
Conflict. International Journal of Emerging Trends in Computer Science and Information
Technology, 4(4), 31-40.

Volume No.9, Issue No.1 (2025) 7



. Journal of Artificial Intelligence and Cyber Security (JAICS)
An International Open Access, Peer-Reviewed, Refereed Journal

ARTIFICIAL INTELLIGENCE
&

CVBER SECURITY

12. Mahendran, G., Kumar, S. M., Uvaraja, V. C., & Anand, H. (2025). Effect of wheat husk biogenic
ceramic Si3N4 addition on mechanical, wear and flammability behaviour of castor sheath fibre-
reinforced epoxy composite. Journal of the Australian Ceramic Society, 1-10.

13. Mahendran, G., Mageswari, M., Kakaravada, 1., & Rao, P. K. V. (2024). Characterization of polyester
composite developed using silane-treated rubber seed cellulose toughened acrylonitrile butadiene
styrene honey comb core and sunn hemp fiber. Polymer Bulletin, 81(17), 15955-15973.

14. Mahendran, G., Gift, M. M., Kakaravada, 1., & Raja, V. L. (2024). Load bearing investigations on
lightweight rubber seed husk cellulose—ABS 3D-printed core and sunn hemp fiber-polyester composite
skin building material. Macromolecular Research, 32(10), 947-958.

15. Chunara, F., Dehankar, S. P., Sonawane, A. A., Kulkarni, V., Bhatti, E., Samal, D., & Kashwani, R.
(2024). Advancements In Biocompatible Polymer-Based Nanomaterials For Restorative Dentistry:
Exploring Innovations And Clinical Applications: A Literature Review. African Journal of Biomedical
Research, 27(3S), 2254-2262.

16. Prova, Nuzhat Noor Islam. "Healthcare Fraud Detection Using Machine Learning." 2024 Second
International Conference on Intelligent Cyber Physical Systems and Internet of Things (IColCl). IEEE,
2024.

17. Prova, N. N. L. (2024, August). Garbage Intelligence: Utilizing Vision Transformer for Smart Waste
Sorting. In 2024 Second International Conference on Intelligent Cyber Physical Systems and Internet
of Things (ICoICI) (pp. 1213-1219). IEEE.

18. Prova, N. N. L. (2024, August). Advanced Machine Learning Techniques for Predictive Analysis of
Health Insurance. In 2024 Second International Conference on Intelligent Cyber Physical Systems and
Internet of Things (IColClI) (pp. 1166-1170). IEEE.

19. Vijayalakshmi, K., Amuthakkannan, R., Ramachandran, K., & Rajkavin, S. A. (2024). Federated
Learning-Based Futuristic Fault Diagnosis and Standardization in Rotating Machinery. SSRG
International Journal of Electronics and Communication Engineering, 11(9), 223-236.

20. Devi, K., & Indoria, D. (2021). Digital Payment Service In India: A Review On Unified Payment
Interface. Int. J. of Aquatic Science, 12(3), 1960-1966.

21. Kumar, G. H., Raja, D. K., Varun, H. D., & Nandikol, S. (2024, November). Optimizing Spatial
Efficiency Through Velocity-Responsive Controller in Vehicle Platooning. In 2024 8th International
Conference on Computational System and Information Technology for Sustainable Solutions
(CSITSS) (pp. 1-5). IEEE.

22. Vidhyasagar, B. S., Harshagnan, K., Diviya, M., & Kalimuthu, S. (2023, October). Prediction of
Tomato Leaf Disease Plying Transfer Learning Models. In IFIP International Internet of Things
Conference (pp. 293-305). Cham: Springer Nature Switzerland.

23. Sivakumar, K., Perumal, T., Yaakob, R., & Marlisah, E. (2024, March). Unobstructive human activity
recognition: Probabilistic feature extraction with optimized convolutional neural network for
classification. In AIP Conference Proceedings (Vol. 2816, No. 1). AIP Publishing.

24. Kalimuthu, S., Perumal, T., Yaakob, R., Marlisah, E., & Raghavan, S. (2024, March). Multiple human
activity recognition using iot sensors and machine learning in device-free environment: Feature
extraction, classification, and challenges: A comprehensive review. InAIP Conference
Proceedings (Vol. 2816, No. 1). AIP Publishing.

25. Bs, V., Madamanchi, S. C., & Kalimuthu, S. (2024, February). Early Detection of Down Syndrome
Through Ultrasound Imaging Using Deep Learning Strategies—A Review. In 2024 Second
International Conference on Emerging Trends in Information Technology and Engineering
(ICETITE) (pp. 1-6). IEEE.

Volume No.9, Issue No.1 (2025) 8



. Journal of Artificial Intelligence and Cyber Security (JAICS)
An International Open Access, Peer-Reviewed, Refereed Journal

ARTIFICIAL INTELLIGENCE
&

CVBER SECURITY

26. Kalimuthu, S., Ponkoodanlingam, K., Jeremiah, P., Eaganathan, U., & Juslen, A. S. A. (2016). A
comprehensive analysis on current botnet weaknesses and improving the security performance on
botnet monitoring and detection in peer-to-peer botnet. larjset, 3(5), 120-127.

27. Kumar, T. V. (2023). REAL-TIME DATA STREAM PROCESSING WITH KAFKA-DRIVEN Al
MODELS.

28. Kumar, T. V. (2023). Efficient Message Queue Prioritization in Kafka for Critical Systems.

29. Kumar, T. V. (2022). Al-Powered Fraud Detection in Real-Time Financial Transactions.

30. Kumar, T. V. (2021). NATURAL LANGUAGE UNDERSTANDING MODELS FOR
PERSONALIZED FINANCIAL SERVICES.

31. Kumar, T. V. (2020). Generative Al Applications in Customizing User Experiences in Banking Apps.

32. Kumar, T. V. (2020). FEDERATED LEARNING TECHNIQUES FOR SECURE AI MODEL

TRAINING IN FINTECH.

33. Kumar, T. V. (2015). CLOUD-NATIVE MODEL DEPLOYMENT FOR FINANCIAL
APPLICATIONS.

34. Kumar, T. V. (2018). REAL-TIME COMPLIANCE MONITORING IN BANKING OPERATIONS
USING AL

35. Raju, P, Arun, R., Turlapati, V. R., Veeran, L., & Rajesh, S. (2024). Next-Generation Management on
Exploring Al-Driven Decision Support in Business. In Optimizing Intelligent Systems for Cross-
Industry Application (pp. 61-78). IGI Global.

36. Turlapati, V. R., Thirunavukkarasu, T., Aiswarya, G., Thoti, K. K., Swaroop, K. R., & Mythily, R.
(2024, November). The Impact of Influencer Marketing on Consumer Purchasing Decisions in the
Digital Age Based on Prophet ARIMA-LSTM Model. In 2024 International Conference on Integrated
Intelligence and Communication Systems (ICIICS) (pp. 1-6). IEEE.

37. Sreekanthaswamy, N., Anitha, S., Singh, A., Jayadeva, S. M., Gupta, S., Manjunath, T. C., &
Selvakumar, P. (2025). Digital Tools and Methods. Ernhancing School Counseling With Technology and
Case Studies, 25.

38. Sreekanthaswamy, N., & Hubballi, R. B. (2024). Innovative Approaches To Fmcg Customer Journey
Mapping: The Role Of Block Chain And Artificial Intelligence In Analyzing Consumer Behavior And
Decision-Making. Library of Progress-Library Science, Information Technology & Computer, 44(3).

39. Deshmukh, M. C., Ghadle, K. P,, & Jadhav, O. S. (2020). Optimal solution of fully fuzzy LPP with
symmetric HFNs. In Computing in Engineering and Technology: Proceedings of ICCET 2019 (pp. 387-
395). Springer Singapore.

40. Kalluri, V. S. Optimizing Supply Chain Management in Boiler Manufacturing through Al-enhanced
CRM and ERP Integration. International Journal of Innovative Science and Research Technology
(IJISRT).

41. Kalluri, V. S. Impact of AI-Driven CRM on Customer Relationship Management and Business Growth
in the Manufacturing Sector. International Journal of Innovative Science and Research Technology
(IJISRT).

42. Sameera, K., & MVR, S. A. R. (2014). Improved power factor and reduction of harmonics by using
dual boost converter for PMBLDC motor drive. Int J Electr Electron Eng Res, 4(5), 43-51.

43. Sidharth, S. (2017). Real-Time Malware Detection Using Machine Learning Algorithms.

44. Sidharth, S. (2017). Access Control Frameworks for Secure Hybrid Cloud Deployments.

45. Sidharth, S. (2016). Establishing Ethical and Accountability Frameworks for Responsible Al Systems.

46. Sidharth, S. (2015). Al-Driven Detection and Mitigation of Misinformation Spread in Generated
Content.

47. Sidharth, S. (2015). Privacy-Preserving Generative Al for Secure Healthcare Synthetic Data
Generation.

Volume No.9, Issue No.1 (2025) 9



p . Journal of Artificial Intelligence and Cyber Security (JAICS)
v An International Open Access, Peer-Reviewed, Refereed Journal
48. Sidharth, S. (2018). Post-Quantum Cryptography: Readying Security for the Quantum Computing
Revolution.
49. Sidharth, S. (2019). DATA LOSS PREVENTION (DLP) STRATEGIES IN CLOUD-HOSTED
APPLICATIONS.
50. Sidharth, S. (2017). Cybersecurity Approaches for IoT Devices in Smart City Infrastructures.

Volume No.9, Issue No.1 (2025) 10



