
 

 

 

 Journal of Artificial Intelligence and Cyber Security (JAICS) 

An International Peer-Reviewed Open Access Journal 

 

 

Volume No.10, Issue No.1 (2026)                                                                                     1 

 

IoT-Based Borewell and Open Drain Safety Alert System 
1Mr. Palanisamy P, 2 Mridul.P, 3 Nauffal Ahamed.K, 4 Maheshpraveen.E, 5 Mohammed Jaseel.A.K 

1 Assistant Professor, Department of Computer Science and Engineering,  

Hindusthan Institute of Technology, Coimbatore. 
2,3,4,5 UG student, Department of Computer Science and Engineering, 

Hindusthan Institute of Technology, Coimbatore. 

 1 palanimecse@gmail.com, 2 mapsfrom2017@gmail.com, 3nauffal20ahamed04@gmail.com,  
4maheshprveenmaahi632@gmail.com, 5 jazeelak51@gmail.com   

 

Abstract: Borewells and open drainage systems pose significant safety hazards in both rural and 

urban environments, often leading to severe accidents due to lack of monitoring and preventive 

mechanisms. This paper presents an IoT-Based Borewell and Open Drain Safety Alert System that 

utilizes embedded systems and sensor technologies to detect intrusion near hazardous areas and 
automatically activate safety measures. The system employs an ultrasonic sensor to monitor 

distance and detect objects approaching the borewell or drain. A microcontroller such as ESP32 or 

Arduino processes the sensor data and triggers servo motors to close the lid mechanism when 

intrusion is detected. Additionally, a TFT display provides real-time radar visualization and alert 

messages, while WiFi/GSM communication enables remote notifications. The proposed system 

ensures continuous monitoring, rapid response, and improved public safety by reducing dependency 

on manual supervision. This solution is cost-effective, scalable, and suitable for deployment in both 
rural and urban environments. 
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INTRODUCTION 

Borewells and open drainage systems are extensively used in agricultural and urban environments 
for groundwater extraction and wastewater management. However, these structures pose significant 

safety risks when left uncovered or inadequately maintained. Numerous incidents have been 

reported in which children and animals have accidentally fallen into open borewells or drains, 

leading to severe injuries and, in many cases, fatalities. The absence of continuous monitoring and 

the lack of immediate response mechanisms further aggravate the severity of such accidents and 

make rescue operations highly challenging. In many regions, particularly in rural and semi-urban 

areas, safety regulations are either not strictly enforced or lack proper technological support, 

increasing the vulnerability of such hazardous locations. Environmental factors such as poor 

lighting, unattended construction sites, and lack of public awareness further contribute to these risks. 

Moreover, delays in identifying such incidents often result in critical time loss during rescue 
operations, significantly reducing the chances of survival. 

Conventional safety measures, such as physical covers and warning signboards, are not fully reliable 

as they depend heavily on human supervision and are prone to damage, displacement, or neglect 

over time. In many cases, these covers are either loosely placed or removed during maintenance 

activities and not properly secured afterward. Warning signs may also go unnoticed, especially in 

low-visibility conditions or crowded environments. These limitations highlight the need for an 

intelligent and automated safety system capable of continuous monitoring and immediate response 
without relying solely on human intervention. 

With the rapid advancement of Internet of Things (IoT) technologies and embedded systems, it has 

become possible to design smart solutions that can monitor hazardous environments in real time. 

IoT-based systems enable seamless communication between sensors, processing units, and alert 
mechanisms, allowing efficient data collection and quick decision-making.  
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The integration of sensors and microcontrollers facilitates the development of automated systems 

that can detect potential dangers and initiate preventive actions instantly. Such systems not only 
improve safety but also reduce operational complexity and maintenance efforts. 

To address these challenges, the proposed system integrates ultrasonic sensors, microcontrollers 

(such as ESP32/Arduino), servo motors, and display modules to develop an automated safety 

mechanism. The system continuously monitors the surrounding area, detects the presence of objects 

or individuals near hazardous zones, and immediately activates protective actions such as automatic 

lid closure and alert generation. Additionally, the inclusion of communication modules enables 

remote notifications, ensuring that authorities or users are informed in real time. This approach 

enhances safety, minimizes risks, and provides an efficient, scalable, and cost-effective solution for 
preventing accidents in both rural and urban environments. 

LITERATURE SURVEY 

Recent advancements in wireless communication, IoT, and intelligent systems have significantly 

influenced the development of smart monitoring and safety applications. Deepa et al. [1] analyzed 

the performance of advanced communication systems using optimization algorithms, highlighting 

the importance of efficient data transmission and processing in modern embedded and IoT-based 

systems. Their work emphasizes the role of optimized communication techniques in ensuring 
reliable system performance. 

Senthilkumar et al. [2] proposed an IoT-enabled air pollution monitoring system using embedded 

technologies. Their system demonstrated real-time data acquisition and environmental monitoring 

using sensors and microcontrollers. This work highlights the effectiveness of integrating IoT with 

embedded systems for continuous monitoring applications, which is highly relevant to safety 
systems. Muthalakshmi et al. [3] explored the use of advanced sensing technologies such as near-

infrared spectroscopy for agricultural applications. Their research demonstrates the importance of 

accurate sensing and data analysis in real-time systems. Although focused on agriculture, the study 
emphasizes the role of sensor-based monitoring in improving system reliability. 

Senthilkumar et al. [4] developed an IoT-based intelligent air quality monitoring system using 

artificial intelligence techniques. The integration of AI and IoT enabled improved decision-making 
and data analysis. This approach demonstrates how intelligent systems can enhance monitoring 

capabilities, which can be extended to safety-critical applications. Nagarani et al. [5] introduced an 

advanced machine learning-based detection system using graph neural networks. Their work 

highlights the potential of intelligent algorithms in improving detection accuracy and system 

efficiency. Although applied in medical imaging, the concept of automated detection is relevant for 
intrusion detection systems. 

Jayasri et al. [7] focused on security architecture using a zero-trust model to protect digital systems. 

Their work highlights the importance of system reliability and secure communication, which is 

crucial for IoT-based safety monitoring systems. Uthayakumar et al. [8] developed AI-driven water 

resource management systems that utilize real-time data collection and analysis. Their research 

emphasizes the role of intelligent monitoring in managing critical resources, which can be extended 

to safety monitoring applications. Swathiramya et al. [9] proposed multimodal machine learning 

models for interpreting various data types such as text, image, and audio. Their work demonstrates 

the capability of intelligent systems to process multiple inputs, which can enhance the effectiveness 

of monitoring systems. Srinju et al. [10] developed an AI-based recommendation system using user 

feedback and health metrics. Their work highlights the importance of adaptive systems that can 
respond dynamically based on real-time inputs. 
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Despite these advancements, most existing systems focus on monitoring, analysis, or 

communication rather than providing immediate physical safety mechanisms. There is a lack of 

systems that integrate sensing, processing, and automated actuation for real-time hazard prevention. 

Therefore, the proposed IoT-Based Borewell and Open Drain Safety Alert System addresses this 
gap by combining ultrasonic sensing, embedded processing, servo-based actuation, and real-time 
alert mechanisms to ensure effective and reliable safety. 

PROPOSED SYSTEM 

The proposed IoT-Based Borewell and Open Drain Safety Alert System is designed to provide real-

time monitoring and automated protection for hazardous open structures. The system integrates 

sensing, processing, actuation, visualization, and communication modules to detect intrusion and 

immediately initiate preventive actions. The system primarily consists of an ultrasonic sensor, 
ESP32/Arduino microcontroller, servo motors, TFT display, power supply, and WiFi/GSM 

communication module. These components work together in a coordinated manner to ensure 
continuous monitoring, fast decision-making, and immediate response to potential hazards. 

The ultrasonic sensor serves as the primary sensing unit of the system. It continuously emits 

ultrasonic waves and measures the time taken for the reflected signal to return, thereby calculating 

the distance between the borewell opening and nearby objects. The sensor performs periodic 
scanning of the surrounding area, ensuring that any object entering the predefined safety threshold is 

detected without delay. This non-contact sensing approach improves reliability and allows the 
system to function effectively in various environmental conditions. 

The ESP32/Arduino microcontroller acts as the central processing unit of the system. It receives 

real-time data from the ultrasonic sensor and processes it using an intrusion detection algorithm. The 
algorithm compares the measured distance with a predefined threshold value and determines 

whether an object is present within the danger zone. The microcontroller operates in a continuous 

loop, enabling real-time decision-making with minimal latency. This ensures that the system can 
respond instantly to any detected intrusion. 

Upon detection of an intrusion, the microcontroller activates the servo motor mechanism, which 

serves as the actuation unit of the system. The servo motor is responsible for automatically closing 
the borewell or drain lid, thereby preventing accidental falls. The precise angular control of the servo 

motor ensures smooth and accurate operation of the lid mechanism. This automated response 

eliminates the need for manual intervention and significantly enhances the overall safety of the 
system. 

The system also includes a TFT display module, which provides real-time visual feedback through 

radar-style visualization. The display shows the scanning motion of the sensor, detected objects, and 
alert messages such as “Intrusion Detected” and “Lid Closing.” This visualization improves user 

interaction and helps in understanding the system’s operational status. It also enhances system 
transparency, making it easier for users to monitor the functioning of the device. 

For remote monitoring and alerting, the system incorporates WiFi/GSM communication modules. 

These modules enable the transmission of alert notifications to users or authorities when an intrusion 

is detected. This feature ensures that even if the system is deployed in remote or unattended 
locations, necessary actions can be taken promptly. The communication capability adds an 
additional layer of safety by providing real-time updates beyond the local system. 
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The entire system is powered by a regulated power supply unit, which ensures stable voltage and 

current distribution to all components. Proper power management is essential for maintaining system 

reliability and preventing hardware failures. The system is designed to operate with low power 
consumption, making it suitable for long-term deployment in outdoor environments. 

 

Figure 1: System Architecture of IoT-Based Borewell Safety System 

The proposed system operates in a continuous monitoring loop, enabling real-time detection and 

immediate response. The integration of sensing, processing, and automated actuation creates a 

complete safety mechanism that not only detects hazards but also prevents accidents. Compared to 

traditional systems, the proposed solution offers higher reliability, faster response time, and reduced 

dependence on manual supervision. Furthermore, its modular design allows easy scalability and 

integration of additional features such as camera-based monitoring, cloud data storage, and AI-based 
analysis, making it a future-ready safety solution for both rural and urban environments. 

RESULTS AND DISCUSSION 

The proposed IoT-Based Borewell and Open Drain Safety Alert System significantly improves 

safety by providing real-time monitoring and automated response mechanisms. The system 

continuously scans the surrounding environment using an ultrasonic sensor and accurately detects 

objects entering the predefined danger zone. The integration of embedded processing ensures that the 

system responds immediately, reducing the risk of accidents caused by open borewells and drains. 

This real-time detection capability makes the system highly effective in preventing hazardous 

situations before they occur. The system operates continuously in a loop-based monitoring mode, 

ensuring that no potential intrusion event is missed, thereby increasing overall system reliability and 
safety. 

The system demonstrates effective performance in detecting objects and triggering appropriate 

actions. The ultrasonic sensor provides accurate distance measurements with minimal error, while 

the ESP32/Arduino microcontroller processes the data efficiently using predefined threshold logic. 

When intrusion is detected, the servo motor mechanism is activated instantly to close the borewell or 
drain lid, preventing accidental falls.  
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The TFT display enhances usability by providing radar-style visualization and alert messages, 

improving user awareness and system transparency. Additionally, the system maintains consistent 

performance even under repeated testing conditions, indicating high operational stability and 
robustness against environmental variations. 

 

The system performance was evaluated based on key parameters such as detection accuracy, 

response time, and automation efficiency. Experimental results show that the detection accuracy 

remains high within the defined sensing range, and the response time is significantly low, ensuring 

immediate activation of safety mechanisms. The automated lid control mechanism ensures rapid 
preventive action, eliminating the need for manual intervention.  

The graphical representation clearly illustrates the relationship between detection distance and 

response time, confirming that the system performs efficiently across different operating conditions. 

The integration of WiFi/GSM communication further enhances the system by enabling real-time 
alert notifications, which improves remote monitoring and response capabilities. 

Another major advantage of the proposed system is its ability to function continuously without 

human supervision. The system is designed to operate efficiently in both rural and urban 

environments, making it suitable for real-world deployment. Its low power consumption and simple 

hardware design make it practical for long-term usage. Experimental observations confirm that the 

system is stable, scalable, and capable of providing a cost-effective safety solution. Furthermore, the 

modular architecture allows easy integration of additional features such as camera-based 

monitoring, cloud data storage, and AI-based intrusion analysis, which can significantly enhance 
system intelligence in future implementations. 

In addition, the system demonstrates good adaptability to different environmental conditions such as 

varying light levels and outdoor settings, where traditional monitoring systems often fail. The use of 

non-contact ultrasonic sensing ensures reliable operation even in dusty or low-visibility 

environments. The combination of sensing, processing, and actuation in a single integrated system 

makes it more efficient compared to existing solutions that rely only on monitoring or alert 
generation. 

 



 

 

 

 Journal of Artificial Intelligence and Cyber Security (JAICS) 

An International Peer-Reviewed Open Access Journal 

 

 

Volume No.10, Issue No.1 (2026)                                                                                     6 

 

Overall, the results validate that the proposed system successfully bridges the gap between detection 

and prevention by integrating real-time monitoring with automated action. Compared to 

conventional safety methods, the system provides enhanced reliability, faster response, and reduced 

human dependency. This makes it a promising solution for improving safety in hazardous 
environments such as borewells and open drainage systems. 

CONCLUSION 

The proposed IoT-Based Borewell and Open Drain Safety Alert System provides an effective 

solution to address the safety challenges associated with open borewells and drainage systems. By 

integrating ultrasonic sensing, embedded processing using ESP32/Arduino, and automated actuation 

through servo motors, the system ensures real-time monitoring and immediate response to potential 

hazards. The implementation demonstrates that the system can accurately detect intrusion and 
automatically activate protective mechanisms, thereby significantly reducing the risk of accidents. 

The system minimizes dependency on manual safety measures and enhances reliability through 

continuous monitoring and fast response time. The inclusion of a TFT display for visualization and 

WiFi/GSM communication for alert notifications further improves usability and situational 

awareness. Experimental results confirm that the system operates efficiently, with high accuracy, low 

response time, and stable performance under repeated testing conditions. Furthermore, the proposed 

system is cost-effective, scalable, and suitable for deployment in both rural and urban environments. 

Its modular design allows future enhancements such as camera integration, cloud-based monitoring, 

and advanced analytics. Overall, the system provides a practical and efficient approach to improving 

public safety and preventing accidents, making it a valuable contribution to smart safety monitoring 
applications. 
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