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Abstract The growing complexity and volume of cybersecurity threats necessitate the enhancement of
Security Operations Centers (SOCs) through automation and intelligent decision support systems. This paper
presents a novel approach to automated incident classification using Natural Language Processing (NLP),
tailored specifically for Tier-1 SOC analysts who are typically responsible for initial triage and categorization
of alerts. The proposed system leverages NLP techniques to extract meaningful insights from unstructured
incident data such as alert descriptions, log summaries, and analyst notes, and classifies incidents into
predefined categories aligned with industry-standard taxonomies (e.g., MITRE ATT&CK, NIST). Our role-
based implementation focuses on the practical needs and limitations of Tier-1 analysts, offering a user-centric
interface that enhances situational awareness and accelerates decision-making without requiring deep
cybersecurity expertise. We utilize a combination of supervised learning algorithms and transformer-based
models such as BERT to achieve high classification accuracy, even with domain-specific jargon and
ambiguous input. The model is trained on a curated dataset of historical incident tickets labeled by expert
analysts, ensuring relevance and contextual accuracy. Furthermore, the system incorporates feedback loops
from Tier-1 users to continuously improve model performance through semi-supervised learning and active
learning strategies. The architecture supports real-time integration with SIEM platforms and ticketing systems,
allowing seamless adoption in existing SOC workflows. We evaluate the system using standard NLP metrics
(precision, recall, Fl-score) and demonstrate a significant reduction in classification time and error rates
compared to manual triage. A user study conducted within a simulated SOC environment reveals improved
analyst productivity and reduced cognitive load, with participants reporting greater confidence in their triage
decisions. Additionally, we explore ethical considerations and limitations, including data privacy, bias in
training data, and model explainability, to ensure responsible deployment. This work contributes to the field by
bridging the gap between advanced Al capabilities and the operational realities of frontline cybersecurity
personnel, offering a scalable and adaptive solution to streamline incident response. Our findings underscore
the potential of NLP-driven automation not only to augment human analysts but also to establish a foundation
for more proactive and intelligent threat management within modern SOCs. Future work will extend the
system’s functionality to higher-tier analysts and integrate threat intelligence feeds for enriched
contextualization.
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1. INTRODUCTION

In today’s highly digitized landscape, cybersecurity has emerged as a critical component of
organizational resilience. The rapid growth of digital assets, coupled with increasingly sophisticated cyber
threats, has led to an overwhelming volume of security alerts generated by systems such as Security Information
and Event Management (SIEM), Endpoint Detection and Response (EDR), and Intrusion Detection Systems
(IDS). As the frontline of defense, Security Operations Centers (SOCs) are tasked with triaging and responding
to these alerts in real time. Within SOCs, Tier-1 analysts serve as the first responders, responsible for the initial
analysis and classification of security events. Their role, although foundational, is often burdened by repetitive
tasks, high alert fatigue, and the challenge of dealing with unstructured and voluminous incident data. This
underscores the urgent need for intelligent, automated solutions that can support Tier-1 analysts in making fast
and accurate decisions.

Natural Language Processing (NLP), a subfield of artificial intelligence focused on the interaction between
computers and human language, has demonstrated significant potential in automating information extraction,
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classification, and summarization tasks across various domains. In cybersecurity, the application of NLP can
transform how SOCs process textual data, such as alert descriptions, analyst notes, and log summaries, by
enabling machines to interpret and act upon unstructured content. Despite its promise, the deployment of NLP
in SOC environments remains limited, largely due to challenges in adapting generic models to domain-specific
language, maintaining contextual accuracy, and integrating with complex SOC workflows.

This research addresses these gaps by proposing a role-based NLP framework for automated incident
classification specifically designed for Tier-1 SOC analysts. Our approach is distinguished by its user-centric
design philosophy, which aligns the capabilities of advanced NLP techniques with the practical requirements
and constraints of Tier-1 operations. Unlike conventional Al implementations that adopt a one-size-fits-all
approach, our framework is tailored to the daily workflows, skill levels, and information needs of Tier-1
analysts. This ensures that automation serves as a supportive tool rather than a disruptive force, enhancing
human decision-making without undermining analyst autonomy or introducing additional complexity.

The core of our system leverages state-of-the-art NLP models, including transformer architectures such as
Bidirectional Encoder Representations from Transformers (BERT), to perform contextual classification of
incidents into predefined threat categories. These categories are aligned with industry-standard taxonomies such
as MITRE ATT&CK and NIST incident types, ensuring consistency and relevance in classification outcomes.
To train our models, we curated a dataset of historical incident tickets annotated by experienced SOC analysts,
capturing a wide range of real-world scenarios, from phishing and malware infections to lateral movement and
data exfiltration attempts. This dataset not only enhances model performance but also reflects the nuanced
language and terminology prevalent in SOC environments.

A distinguishing feature of our implementation is the integration of feedback mechanisms that allow Tier-1
analysts to validate and refine model predictions in real time. This interactive learning loop facilitates
continuous improvement through semi-supervised learning and active learning strategies, enabling the system to
adapt to evolving threat landscapes and organizational contexts. Moreover, the architecture is designed for
seamless integration with existing SOC platforms, including SIEMs and ticketing systems, minimizing the need
for infrastructure overhaul and reducing barriers to adoption.

The benefits of such a system are manifold. First, it significantly reduces the time required to triage and classify
alerts, freeing up Tier-1 analysts to focus on higher-value tasks. Second, it improves classification consistency
and accuracy, thereby reducing the risk of false positives and missed threats. Third, it lowers the cognitive
burden on analysts by presenting structured insights derived from unstructured data, allowing for quicker and
more confident decision-making. Collectively, these benefits contribute to a more resilient and responsive SOC,
capable of dealing with today’s complex and dynamic cyber threat landscape.

To evaluate the effectiveness of our approach, we conducted extensive experiments using real-world datasets
and assessed model performance using standard NLP metrics such as precision, recall, and F1-score. Our results
demonstrate a marked improvement in classification accuracy compared to traditional keyword-based and rules-
based methods. Additionally, we conducted a user study involving Tier-1 analysts operating in a simulated SOC
environment. The study revealed a notable increase in analyst efficiency and confidence, as well as a reduction
in decision fatigue and error rates. These findings validate the practical value of our system and underscore its
potential for real-world deployment.

However, implementing NLP-driven automation in SOCs is not without challenges. Issues such as data privacy,
model explainability, and bias in training data must be addressed to ensure responsible and ethical use. Our
research takes these concerns into account by incorporating transparency features, such as explainable Al (XAI)
components that provide rationale for classification decisions, and by adhering to best practices in data handling
and model evaluation. We also discuss the limitations of our approach, including dependency on labeled data
and potential model drift, and propose mitigation strategies to address these challenges over time.

2. LITERATURE SURVEY

The integration of Natural Language Processing (NLP) into cybersecurity, particularly for automated incident
classification in Security Operations Centers (SOCs), has garnered significant attention. This section reviews
key works that have influenced and informed the development of NLP-based models for cybersecurity
applications, focusing on incident classification, threat intelligence, and vulnerability assessment.
1. CVSS-BERT: Explainable Natural Language Processing to Determine the Severity of a
Computer Security Vulnerability from its Description
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Shahid and Debar (2021) introduced CVSS-BERT, an NLP model designed to automatically determine the
Common Vulnerability Scoring System (CVSS) vector and associated severity score from a vulnerability's
textual description. By training multiple BERT classifiers for each CVSS metric, the model achieved high
accuracy in predicting CVSS scores, with results closely aligning with human expert assessments. The use of
gradient-based input saliency methods provided explainability, allowing analysts to understand the rationale
behind the model's predictions. This approach demonstrated the potential of NLP in automating vulnerability
assessment processes, reducing the time and expertise required for manual evaluation .

2. CySecBERT: A Domain-Adapted Language Model for the Cybersecurity Domain
Bayer et al. (2022) developed CySecBERT, a domain-specific language model tailored for cybersecurity
applications. Recognizing that general-purpose language models often struggle with the specialized terminology
and context of cybersecurity texts, CySecBERT was trained on a large corpus of cybersecurity-related
documents. The model outperformed existing models in various domain-dependent tasks, such as sequence
tagging and classification, and demonstrated improved internal representations of cybersecurity terms. This
work highlighted the importance of domain adaptation in enhancing the performance of NLP models in
specialized fields .

3. SecureBERT: A Domain-Specific Language Model for Cybersecurity
Aghaei et al. (2022) proposed SecureBERT, another domain-specific language model for cybersecurity,
focusing on capturing the nuances of cybersecurity texts. SecureBERT was trained using a large corpus of
cybersecurity-related documents and incorporated a customized tokenizer to better handle domain-specific
terms. The model demonstrated superior performance in various NLP tasks within the cybersecurity domain,
such as Named Entity Recognition (NER) and relation extraction, compared to general-purpose models. This
research underscored the necessity of developing specialized models to effectively process and understand
cybersecurity-related textual data .

4. NLP Methods in Host-based Intrusion Detection Systems: A Systematic Review and Future

Directions

Sworna et al. (2022) conducted a systematic review of the application of NLP methods in Host-based Intrusion
Detection Systems (HIDS). The review identified various NLP techniques, such as text classification and
sequence labeling, used to detect anomalies and potential security threats based on system logs and other textual
data. The study highlighted the advantages of NLP in identifying complex attack patterns and reducing false
positives, which are common challenges in traditional HIDS. The authors also discussed the limitations and
future directions for integrating NLP into HIDS, emphasizing the need for further research to enhance the
effectiveness and efficiency of these systems .

5. Improving Cybersecurity Incident Response through Natural Language Processing
Kuppili and Yogi (2024) explored the application of NLP in enhancing cybersecurity incident response. Their
study examined how NLP techniques could automate the analysis of incident reports, logs, and communication
platforms to quickly detect and classify threats. The research demonstrated that NLP could significantly reduce
response times and improve decision-making by providing precise insights from complex datasets. The authors
also addressed challenges such as data privacy concerns and the necessity for continuous model training to
adapt to evolving threats. This work highlighted the transformative potential of NLP in streamlining incident
response processes .

6. Cyber Threat Assessment and Management for Securing Healthcare Ecosystems Using Natural

Language Processing

Aghaei et al. (2023) focused on the application of NLP in the healthcare sector to assess and manage cyber
threats. Recognizing the increasing frequency of cyberattacks targeting healthcare organizations, the study
developed NLP-based methodologies to analyze and interpret cybersecurity-related texts, such as incident
reports and threat intelligence feeds. The research demonstrated that NLP could effectively identify and assess
threats in the healthcare ecosystem, providing valuable insights for enhancing security measures and resilience.
This work emphasized the importance of domain-specific NLP applications in addressing sector-specific
cybersecurity challenges .

3.PROPOSED SYSTEM
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The proposed methodology centers on designing and implementing a role-focused, NLP-based
automated incident classification system specifically tailored for Tier-1 Security Operations Center (SOC)
analysts. Given the critical and high-volume nature of alerts that Tier-1 analysts process daily, our methodology
integrates advanced natural language understanding with domain-aware classification models to reduce manual
workload and enhance decision-making speed and accuracy. The methodology is structured into five key stages:
data acquisition and preprocessing, domain-specific language modeling, incident classification architecture,
role-based user interface integration, and feedback-enhanced active learning for continuous improvement. The
first phase involves the collection and curation of real-world incident data from SIEMs, ticketing systems (such
as ServiceNow and Splunk), and annotated SOC analyst notes. These textual records contain alert metadata,
incident narratives, investigation summaries, and decision outcomes that form the foundational input for our
NLP system. Since the data is largely unstructured and may include abbreviations, acronyms, or industry-
specific jargon, a robust data preprocessing pipeline is employed. This includes text normalization, removal of
redundant metadata, tokenization, entity recognition, and noise reduction using regular expressions and domain
lexicons. To enrich the semantic context, a cybersecurity-specific vocabulary is built by extracting domain
terms from sources such as MITRE ATT&CK, CVE databases, and cybersecurity blogs. This vocabulary
supports embedding generation and improves classification sensitivity to nuanced security-related expressions.

The second stage involves building a domain-adapted language model capable of understanding and
encoding the specialized language of cybersecurity incident reports. We adopt a transfer learning approach by
fine-tuning a pre-trained transformer-based architecture, specifically BERT and its variants (such as ROBERTa
or CyberBERT), on our curated cybersecurity corpus. This fine-tuning is essential to adapt the model’s
language representations to the domain-specific syntax and semantics found in SOC logs and incident
documentation. We apply masked language modeling (MLM) and next sentence prediction (NSP) tasks to train
the model to understand contextual dependencies and sequence relationships relevant to security event
descriptions. To mitigate model drift and overfitting, dropout regularization, early stopping, and stratified k-fold
cross-validation are implemented during training. Once the language model is trained, it serves as the encoder
backbone for the classification stage, transforming incident narratives into high-dimensional semantic
embeddings suitable for downstream tasks.

In the third stage, we develop a supervised classification system that assigns security alerts to one of
several predefined incident categories such as phishing, malware infection, brute-force attack, data exfiltration,
and insider threat. These categories are aligned with industry standards such as the NIST 800-61 incident
taxonomy and MITRE ATT&CK techniques, ensuring interoperability with existing threat intelligence
frameworks. The classification architecture consists of a multi-layered neural network on top of the fine-tuned
transformer encoder, optimized using cross-entropy loss and Adam optimizer. We experiment with both single-
label and multi-label classification strategies to accommodate overlapping incident characteristics. To further
enhance classification robustness, we explore ensemble learning by combining predictions from multiple
BERT-based classifiers trained on different subsets of the data. The model’s performance is evaluated using
precision, recall, F1-score, and confusion matrix metrics, with a baseline comparison against keyword-matching
and rules-based systems. For real-time deployment, the model is encapsulated into a microservice with RESTful
APIs, enabling seamless integration with SIEM dashboards and incident response platforms.

The fourth stage of our methodology focuses on creating a user-centric interface designed specifically
for Tier-1 SOC analysts. This interface is embedded into existing SOC workflows and is developed using
lightweight web technologies compatible with current SOC ticketing environments. The interface displays the
classification output, confidence scores, a summary of key extracted indicators (e.g., IP addresses, file hashes,
email senders), and explainable insights into the model’s decision using attention-weight visualization. These
interpretability features are critical for analyst trust and operational transparency, enabling Tier-1 users to
validate or override model decisions with minimal friction. The interface also supports annotation features,
allowing analysts to provide feedback on incorrect or ambiguous predictions. This user input is stored in a
structured database and becomes a key component of the final methodological stage.
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The fifth and final stage involves implementing an active learning framework to continuously refine
the model based on user feedback and emerging threat trends. Whenever analysts flag a misclassified incident,
the system automatically schedules the sample for re-labeling and retraining using a semi-supervised learning
loop. We apply uncertainty sampling strategies where the model selects the most ambiguous or low-confidence
predictions for human review. This approach not only minimizes the labeling burden on analysts but also
accelerates model adaptation to novel or evolving incident types. Additionally, we monitor model drift and
concept drift using statistical divergence metrics and re-trigger model retraining pipelines when performance
degradation is detected. The active learning mechanism is coupled with logging and analytics modules that
track model performance across different categories and analyst interactions, enabling iterative improvement of
both the model and the interface.

Overall, our methodology delivers a scalable, explainable, and role-optimized NLP-based
classification system that enhances Tier-1 SOC efficiency and decision accuracy. By combining state-of-the-art
transformer models with domain-aware training, user-centric design, and continuous learning, this approach
bridges the gap between Al capabilities and the operational realities of modern cybersecurity operations.
Furthermore, our architecture is built with modularity in mind, allowing easy extension to support Tier-2
analysts, advanced correlation with threat intelligence feeds, and multilingual support for global SOC
deployments. By focusing on the practical integration of NLP within the SOC ecosystem, the proposed
methodology lays the groundwork for a more intelligent, adaptive, and resilient approach to cyber incident
response.

4. RESULTS AND DISCUSSION

The proposed NLP-driven incident classification framework was rigorously evaluated through a
combination of offline experiments, real-world simulations, and user studies with active Tier-1 Security
Operations Center (SOC) analysts. The evaluation process aimed to measure the effectiveness of the model in
accurately classifying security incidents, its impact on analyst efficiency, and the overall usability and
trustworthiness of the system within a realistic operational environment. To begin with, our fine-tuned BERT-
based model was trained on a dataset of 12,000 anonymized incident tickets spanning a wide range of categories
including phishing, malware, insider threats, policy violations, and brute-force attacks. The dataset was pre-
labeled by senior security analysts and validated by a quality assurance team to ensure high annotation fidelity.
For evaluation, we partitioned the data using an 80:10:10 train-validation-test split, maintaining class
distribution via stratified sampling to preserve statistical balance. The model achieved an overall macro-
averaged F1-score of 0.91, with class-wise performance showing the highest precision and recall for phishing
(0.95/0.94) and malware (0.93/0.91) incidents, and slightly lower values for insider threat (0.87/0.84), which
was expected due to the complexity and ambiguity of such cases. These results outperform traditional rules-
based classification systems by over 25% in accuracy and significantly reduce false positives compared to static
keyword-based models.

Further, we conducted ablation studies to assess the contribution of key components in the system. Removing
domain-specific vocabulary embeddings led to a performance drop of approximately 6%, confirming the
importance of incorporating cybersecurity-centric terminologies into the model. Likewise, disabling active
learning mechanisms resulted in a slower rate of model improvement over time and reduced the F1-score to
0.87 after multiple deployment iterations, reinforcing the need for ongoing analyst feedback to adapt to
evolving threat patterns. Another notable finding came from comparing our transformer-based model to
traditional machine learning baselines such as Random Forest, Naive Bayes, and SVM classifiers using TF-IDF
features. While the best traditional model achieved an Fl-score of 0.78, it suffered from inconsistent
performance across rare classes, confirming that context-aware language models are better suited for the
intricacies of incident language in cybersecurity operations.

Beyond numerical performance, the real strength of the proposed framework was observed in operational
simulations. A two-week simulation was conducted in collaboration with an enterprise SOC team, where
analysts were divided into a control group (manual triage) and an experimental group (using our NLP-powered
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tool). Analysts using the tool reported a 40% reduction in triage time per alert, translating to an average time
saving of 2.8 minutes per incident. Additionally, the overall daily alert handling capacity per analyst increased
from an average of 65 to over 90, significantly boosting the SOC’s throughput. Qualitative feedback from
analysts indicated that the system’s integrated confidence scoring and visual explanation tools helped reduce
uncertainty in decision-making, especially for less experienced analysts who often struggle with ambiguous
alert language. Analysts also appreciated the structured view of extracted indicators of compromise (IOCs) such
as domain names, email addresses, and file hashes, which helped in quickly validating model predictions
against threat intelligence platforms.

A usability survey based on the System Usability Scale (SUS) yielded a score of 83 out of 100, indicating high
acceptance and satisfaction. In open-ended responses, analysts highlighted that the system reduced cognitive
load and allowed them to focus on investigation and escalation rather than repetitive classification tasks.
However, some noted initial concerns about over-reliance on model predictions, especially in edge cases or
gray-area incidents where the distinction between categories was not clear. This feedback was critical and led to
improvements in the user interface, including the integration of a manual override feature and contextual links
to known threat playbooks for deeper investigation. Importantly, the active learning mechanism proved
instrumental in capturing these edge cases and feeding them back into the training loop, resulting in a steady
improvement in classification robustness over time. Within just two cycles of retraining using analyst-reviewed
misclassifications, the model improved its classification accuracy for insider threat and policy violation
categories by over 4 percentage points.

From a system performance perspective, latency and throughput were evaluated to ensure feasibility in a real-
time SOC environment. The model’s inference time averaged 180 milliseconds per alert on a standard GPU-
enabled server, with throughput exceeding 400 alerts per minute in batch mode. These figures confirm that the
system can be deployed inline with existing SIEM and SOAR pipelines without introducing delays or
bottlenecks. Moreover, integration tests with Splunk and ServiceNow showed that the system could
successfully retrieve, classify, and write back incident updates via APIs with minimal engineering overhead.
These results underscore the architectural robustness and practical viability of our framework in enterprise
settings. In terms of data privacy and governance, the system was tested for compliance with common
cybersecurity frameworks such as NIST and ISO 27001. Data anonymization, secure storage, and audit trails
were implemented to ensure the model training and feedback mechanisms adhered to industry best practices.

Despite the promising results, several limitations and discussion points emerged. First, while the model
performs well on historical ticket data, real-world alert variability can sometimes introduce unseen language
structures, especially with novel attack vectors or threat actor behavior. This reinforces the importance of
continuous learning and threat feed integration, which is part of our future work. Second, the model’s current
dependency on English-language text limits its effectiveness in multinational SOCs where incident reports may
be multilingual. Multilingual NLP support, potentially via XLM-R or similar models, is an avenue we plan to
explore. Third, explainability remains a double-edged sword; while attention heatmaps and token weights offer
some interpretability, not all analysts found them intuitive, particularly those without a data science
background. Therefore, user training and refined UI/UX design remain crucial for broader adoption.

5. CONCLUSION

This research presents a comprehensive, role-based approach to automating incident classification in Security
Operations Centers (SOCs) using advanced Natural Language Processing (NLP) techniques, with a specific
focus on supporting Tier-1 analysts in their critical triage responsibilities. By leveraging domain-adapted
transformer models such as BERT, combined with a curated corpus of cybersecurity incident data, we have
developed a system capable of accurately and efficiently classifying alerts across a wide spectrum of attack
types. Our results demonstrate significant gains in classification accuracy, consistency, and processing speed
compared to traditional rules-based systems. The integration of user-centric design elements—such as
explainable predictions, structured 10Cs, and feedback mechanisms—ensures that the system is not only
effective but also trusted and easily adoptable by frontline analysts. Importantly, the inclusion of an active
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learning framework enables the model to evolve dynamically based on analyst input, ensuring adaptability to
emerging threats and organizational context over time. The positive feedback from simulated SOC deployments
and usability studies underscores the practical value and operational relevance of the proposed solution.
Analysts reported increased productivity, reduced cognitive fatigue, and greater confidence in triage decisions,
affirming the system’s potential to augment human expertise rather than replace it. Despite these successes, we
acknowledge certain limitations, including the model's current focus on English-language data, the potential for
performance degradation with completely novel attack types, and the need for ongoing refinement in
explainability features to ensure broader usability. Nonetheless, these limitations represent opportunities for
future research, including the development of multilingual NLP models, real-time threat intelligence
integration, and expanded support for Tier-2 and Tier-3 workflows. In conclusion, our work highlights the
transformative potential of NLP in cybersecurity operations by demonstrating how carefully tailored, domain-
aware Al solutions can address the unique challenges faced by SOC analysts. As cyber threats continue to grow
in scale and sophistication, the integration of intelligent automation into SOC workflows will be essential to
maintaining effective and responsive security postures. This study lays a strong foundation for that evolution,
offering both a technical framework and practical roadmap for deploying NLP-based classification tools that
align with operational needs, enhance human decision-making, and ultimately strengthen organizational
resilience against cyber threats.
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