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Abstract: Deep fakes, a technology enabling the creation of highly realistic fake images and videos through 
face-swapping, have sparked significant attention due to their potential for misuse. This paper explores the 
technologies behind deep fakes and categorizes them into four types: deep fake pornography, political 
campaigns, commercial uses, and creative content. The authors discuss the ethical and regulatory challenges 
associated with each category. Initially, deep fakes were used maliciously, such as in revenge porn and political 
manipulation, which led to widespread fear. However, like many technologies before it, deep fakes may 
eventually become more widely accepted. The paper also examines the role of online platforms and 
governments in addressing these issues and offers an optimistic view of how the democratization of AI might 

help resolve the ethical concerns surrounding deep fakes. 
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1. INTRODUCTION 

On Thursday, September 29, 2019, ZaoApp was launched on the iOS Store in China. Zao is a face-

swapping application that utilizes clips from a wide range of films and TV shows, convincingly replacing a 

character's face with selfies from the user's phone. The results were so impressive that within just three days, 

ZaoApp became the most downloaded app in China, marking the most successful use of deep-fake technology 
to date. A video could be generated in under eight seconds from a single photo, video clip, or GIF file. However, 

shortly after its release, Alipay, China’s largest online payment operator with about 1 billion active users, issued 

a warning assuring users that despite the sophistication of the face-swapping technology, it could not deceive 
their payment apps. 

The rapid advancement of deep-fake technology and its democratization through publicly accessible 

apps have raised numerous legal, social, and ethical issues. Questions arise about whether legal intervention is 
necessary or if deep fakes should be completely banned. If regulation is needed, how should it guide the creation 

of deep fakes in online communities, and should platform operators have any specific responsibilities? To 

address these legal and ethical concerns, this article is divided into four sections. It begins with an overview of 

the technology behind deep fakes, offering insights into its origins, key stakeholders, and potential future trends. 

Next, the article explores four categories of deep fakes: (a) revenge porn, (b) political campaigns, (c) using deep 

fakes to reduce content creation costs, and (d) original and creative deep fakes. Each category is analyzed from a 

legal and ethical perspective. The final section delves into broader questions about whether deep-fake detection 

technology can help combat harmful deep fakes and, if so, which market stakeholders should be responsible for 
holding and deploying such technology. 

2. THE TECHNOLOGY BEHIND DEEP FAKES 

The academic work most closely associated with the emergence of deep fakes can be traced back to a 

2016 paper by Thies et al., presented at the Conference on Computer Vision and Pattern Recognition. They 

developed a method that allowed one person (the source) to control the facial expressions of another person (the 

target) in a video, rendering the target's video in a photo-realistic manner. This breakthrough was significant 
because it allowed videos to be captured by any standard RGB camera. 

The term "deep fake" is credited to a Reddit user named 'deepfakes,' who in late 2017, posted videos 

swapping the faces of famous actresses onto pornographic content. In January 2018, another Reddit user created 

FakeApp, making the technology accessible to the public. The key difference between the Face2Face method 
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and deep fakes lies in the process: Face2Face alters the facial movements of the target, while deep fakes only 

change the facial texture (visual features), preserving the original facial movements. Both methods require 
detecting the face and its key landmarks to be effective. 

The earliest FakeApp architectures were based on ideas from Generative Adversarial Networks 

(GANs) and Autoencoders (AEs). GANs involve training two networks—the generator and the discriminator—

together, with the generator aiming to create images that deceive the discriminator into believing they are real. 

AEs, on the other hand, work by using two networks: an encoder that compresses the input image into a small 
vector, and a decoder that reconstructs the original image from this vector. 

Initially, creating deep fakes was challenging and required long source videos, numerous target image 

frames, and significant computational power. However, recent advancements, such as Zakharov et al.'s work, 

have made deep fake creation more efficient by extending GANs and AEs to the point where it is possible to 

reanimate a still image with just a single target image. Similarly, these techniques can also be applied to 

replicate one person’s voice with another's. In the following sections, we will explore how academic research 
has interacted with the rapid adoption of GAN technology in the mass market. 

 

FIGURE 1. Illustration of Face2Face method. Image credits: Thies et al. 

3. DEEP FAKES: FOUR CASES 

The democratization of GAN technology has made it possible for individuals with limited technical 

expertise to create a wide range of deep fakes. While some of these deep fakes can be highly creative and offer 

significant educational and artistic value, there are also numerous instances where they are used for socially 

harmful purposes. Image, voice, and video editing tools have existed for some time, but deep fakes are 

particularly concerning due to their ability to blur the line between reality and fabrication. Moreover, the rapid 
spread of deep fakes on social media platforms necessitates a more thorough analysis and discussion. 

To examine deep fakes from an ethical and regulatory standpoint, we identify four main categories: 

revenge porn, political deep fakes, commercial uses, and creative content. The first two categories—revenge 

porn and political deep fakes—are considered "hard" cases, while the latter two (commercial and creative uses) 

have clear social benefits and thus raise fewer concerns. We explore these four categories by discussing real-

world examples, outlining their key benefits, major concerns, and potential unintended consequences. We also 

offer brief ethical and legal evaluations. The table below provides a summary of our analysis of these four deep 
fake categories. 
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4. COMMERCIAL USES OF DEEP FAKES   

Deep fakes can also have positive applications in commercial and social contexts. For example, 

CereProc, a company that uses deep fake technology, creates voices for individuals who lose their ability to 
speak due to illness. Similarly, GAN technology can significantly reduce costs and time in video production. 

Traditional video production is a resource-intensive process involving multiple cameras, studios, and actors, but 

with GAN technology, synthetic videos can be created at a fraction of the usual cost. A notable example is a 

video of David Beckham, whose face and voice were deep-faked to promote the "Malaria Must Die" initiative. 
In the video, Beckham "speaks" in nine languages, helping raise awareness for the cause. 

This use of deep fake technology for creating synthetic videos demonstrates its vast potential in 

commercial applications. It could make video production much cheaper, enabling new business models and 

innovative forms of communication. However, a possible unintended consequence could be the creation of 
"deep fake data silos" that control how deep fakes are generated or shared online. 

 

FIGURE 2. The five principal categories of deepfake manipulation 

Commercial applications of deep fakes can be socially beneficial, as long as the technology is used for 

lawful purposes. Issues may arise if content is created without obtaining the necessary consent from the rights 

holders. In such cases, the affected party should be able to rely on established legal frameworks, such as contract 
or tort law. Additionally, in cases where disputes arise over the legal ownership of content created using GAN 
technology, existing rules on initial ownership or work-for-hire doctrines should provide guidance. 

FakeAVCeleb [1] is a multimodal deepfake detection dataset that includes deepfake videos and cloned 

deepfake audio. It features diverse celebrities in terms of ethnicity, age, and gender balance. The dataset was 

evaluated using 11 different deepfake detection methods, including unimodal, ensemble-based, and multimodal 
approaches. To create deepfake videos, 500 real videos were used as sources and generated around 20,000 
deepfake videos using various techniques like face-swapping and facial reenactment. 

DeepfakeTIMIT [2] is a dataset containing 620 videos where faces were swapped using GAN-based 

techniques. It was created by selecting 16 pairs of similar-looking individuals from the VidTIMIT database, 

with two quality levels for each pair (64 × 64 and 128 × 128). The original audio tracks were retained without 
any alterations. 

UADFV [3] dataset includes 98 videos, totaling 32,752 frames, evenly split between 49 real videos and 

49 fake ones. Each video features a single subject and lasts around 11 s. Among these videos, there are 49 
original real videos, which were manipulated to generate 49 Deep Fake videos. 



 

Journal of Artificial Intelligence and Cyber Security (JAICS) 

An International Open Access, Peer-Reviewed, Refereed Journal 

 

Volume No.4, Issue No.1 (2020)                                                                                     27 
 

DFD [4] or DeepFakeDetection is a dataset created by Google and Jigsaw and encompasses a wide 

range of scenes that consist of more than 363 genuine sequences featuring 28 paid actors across 16 different 
scenes. Additionally, it includes over 3000 manipulated videos. 

HiFiFace [5] is a dataset that contains 1000 fake videos from FaceForensics++, meticulously adhering 

to the source and target pair configurations defined in FF++. Additionally, it includes 10,000 frames extracted 
from FF++ videos, facilitating quantitative testing. 

5. PROPOSED METHODOLOGY 

The growing threat of deepfakes poses significant risks to security, privacy, and the authenticity of 

digital content. To combat these risks, a multi-faceted approach is necessary, including advanced detection 

technologies, legal regulation, public education, and collaboration among stakeholders. One key method is the 

development of AI-powered deepfake detection tools, which can analyze video and audio content for 

inconsistencies, such as unnatural facial movements or speech patterns. These tools can help identify 
manipulated content in real time and prevent its spread. 

Blockchain technology and digital watermarking can also authenticate and verify digital media. By 

embedding watermarks or signatures into videos and images, content creators can establish authenticity and 

track digital content as it circulates online, reducing the distribution of fake media. Legal frameworks are crucial 

for addressing malicious deepfakes, such as revenge porn or political manipulation, by imposing penalties and 

requiring platforms to moderate content. Legislation can also provide legal recourse for victims of deepfakes, 
enabling them to seek justice. 

 

FIGURE 3. Clues and features employed by deepfake detection models in the identification of deepfake 

content. 

Public awareness is another important strategy. Educating the public about deepfakes will help 

individuals identify suspicious content and avoid sharing fake media. Social media platforms can play a role by 

offering detection tools and promoting responsible sharing. Collaboration between technology companies, 

governments, and academic institutions can lead to the development of standardized detection tools that can be 
used across various platforms, creating a unified response to deepfakes. 

Finally, AI-powered forensic tools can identify subtle anomalies in visual and audio data, helping law 

enforcement detect malicious deepfakes. By combining these approaches—advanced detection, legal regulation, 

blockchain, education, and collaboration—society can mitigate the risks of deepfakes while harnessing their 
positive potential for creativity and innovation. 
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6. CONCLUSION 

Rapid advancements in machine learning, data science, and generative adversarial networks have led to 

the rise of a new form of content creation called deep fakes. Similar to earlier technologies such as the Sony 
Betamax recorder, virtual reality, or Bitcoin, deep fakes were initially used for illegal or immoral activities. In 

this paper, we presented four case studies demonstrating that deep fakes can also be applied in ways that reduce 

transaction costs and promote new forms of creativity and content production. The authors believe that the 

ethical and legal challenges of deep fakes will best be addressed by market forces. While some regulatory 

framework is desirable to manage the social, economic, and political implications of deep fakes, the lack of 

sufficient technical expertise and slow political processes imply that such regulatory efforts will not be as 

effective as market-driven solutions. Therefore, we suggest that the future of deep fakes will depend on the 

development of deepfake detection technologies and the ethical commitments of content distribution platforms 

to identify malicious content. Moreover, the democratization of AI systems will naturally provide solutions that 
help verify the authenticity of deep fakes. 
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